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ﬁ [screen 2: bash]

Running on Apache/2.2.19 (Unix) mod s5s51/2.2.19 0penssSL/0.9.7a mod bwlimited/1.4

No firewall detected

Components:
com_gantry

Version family 1.5.x [1.5.19.8table-1.5.20.8table]

Info: Unprotected Administrator directory

Versions affected: All

Files affected: http://www.theartofjoomla.com/administrator

Detail: The default /administrator/ directory is detected. Attackers can bruteforce admini
strator accounts

More info: http://yehg.net/lab/pr0js/view.php/MULTIPLE%20TRICKY*20WAYS%20T0%20PROTECT . pdf

Possible vulnerabilities in core:

Possible vulnerabilities in components:

Possible vulnerability: TinyBrowser Joomla! Component 'folders.php' Local File Include Vul

nerability

Versions affected: Lunarwvis TinyBrowser 1.41.6

Detail: The TinyBrowser component for Joomla! is prone to a local file-include vulnerabili

ty because it fails to properly sanitize user-supplied input.An attacker can exploit this

vulnerability to obtain potentially sensitive information and execute arbitrary local scri

pts in the context of the webserver process. This may allow the attacker to compromise the
application and the computer; other attacks are also possible.

More info: http://www.securityfocus.com/bid/

Possible vulnerability: XsStandard Component Directory Traversal Vulnerability

Versions affected: Joomla Xstandard

Detail: The XStandard component for Joomla! is prone to a directory-traversal vulnerabilit
v because it fails to sufficiently sanitize user-supplied input data.Exploiting the issue
may allow an attacker to obtain sensitive information that could aid in further attacks.
More info: http://www.securityfocus.com/bid/33143/

Possible vulnerability: Gantry Framework 3.0.10 (Joomla) Blind SQL Injection Exploit
Versions affected: com gantry

Detail: Gantry Framework 3.0.10 (Joomla) Blind SQL Injection Exploit

More info: http://www.exploit-db.com/exploits/14911/

[root@dmz joomlascanl# [
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